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1 Introduction

Configuration Management (CM) is a disciplined approach to managing Information Technology (IT) assets based on industry standards and models. It is one of the key processes the Bureau of

Land Management (BLM) uses to formally manage its IT assets throughout their life cycle.  In a nutshell, CM is a structured methodology to manage requirements from cradle to grave.
The purpose of this Plan is to provide CM direction to NIFC as it relates to Bureau CM policies and practices.   The scope of this Plan is the NIFC Enclave General Support System (GSS).  The GSS is defined as common BLM infrastructure file and print servers, workstations and WAN/LAN fabric, Applications and COTS.  The Enclave provides general computing resources to NIFC. 

Section 1 provides an overview of the CM process and its goals and objectives. It defines the   baselines to be used with CM their relationship to the Technical Reference Model (TRM).  It also provides guidance on how and when to use this Plan.

Section 2 provides and overview of CM responsibilities, general rules, organizational relationships, reporting requirements, approved communications, and delivery mechanisms.


Section 3 describes the CM process with a focus on “Change Management”.  It outlines the procedures to be used and describes the documentation required for the CM process.  I.e., baseline documentation, forms, and logs.


Appendices consist of CM baselines and forms to be used within the “Change Management” process of CM.
1.1 Overview of the Configuration Management Process
The BLM’s CM process is based on the Institute of Electrical and Electronic Engineers (IEEE) standard 828 and Systems Engineering Institute’s (SEI) Capability Maturity Model Integrated (CMMI) for software development and Institute of Configuration Management’s CM II standards for process development. It is also based on life cycle management practices and is tailored to the BLM’s Investment Management Process (IMP). It is designed to achieve consistent conformance and manage changes to the BLM’s IT assets and architecture.

The BLM’s initial CM focus will be on “Change Management”.  Change management procedures will concentrate on activities in three core areas:

Hardware Configuration Management’s (HCM) objective is to manage and maintain the integrity of BLM’s desktops, servers, routers, radios, phones, cell phones and other hardware and their correlating operating systems, installed software, firmware and accessories through their life-cycle. 

Software Configuration Management’s (SCM) objective is to manage changes, document, validate, and maintain the integrity of software assets throughout their life cycle. It covers primarily commercial-off-the shelf (COTS) products. 
System Configuration Management’s (SyCM) objective is to manage change, document, validate, and maintain the integrity of BLM systems.  A system consists of hardware and software products that make up any given system. 
1.2 Objectives
The objectives of this Plan are to:
· Implement policy described in the Bureau CM Handbook H-1268-1 and the Bureau CM Manual.
· Clarify organizational roles and responsibilities and their relationship to other processes in establishing a clear chain of custody to managing the BLM’s IT assets.
· Provide operational instructions to assist NIFC employees with carrying out their day-to-day CM activities.
· Provide templates, forms, and plans needed to perform the CM process.
1.3 How to Use This Plan
This Plan augments policy outlined in the BLM CM Manual and Handbook. Furthermore, the procedures documented serve as a resource for implementing a change management process for carrying out NIFC CM activities throughout all levels of the organization. 

1.4 BLM NIFC CM Baselines

CM baselines represent a snapshot in time of all BLM approved IT assets.  There are two major categories of baselines:  1) “As-is” baselines consist of information relating to current hardware, software, and systems architectures.  2) The “As Planned-As Released” baseline is a list of hardware and software approved for purchase to update or replace assets in the “As-is” baseline. 
Baselines are dynamic and are subject to change with change requests and investment decisions that lead to the acquisition and deployment of IT assets.  Hardware and software baselines will be maintained in an asset management system.  The information is “warehoused” and made available for documenting and reporting the existing (“As-is”) hardware and software baseline.  The information can then serves as a vehicle for planning, decision-making, and managing our IT assets. NIFC baselines will be consistent with BLM National Baselines.
NIFC Hardware “As-is Baseline”
The NIFC Hardware “As-is Baseline” is a “snapshot” in time of all IT hardware assets located within the state.   These assets include servers, desktops, network devices, phone switches, and radio equipment that need to be managed at the state level.  See Appendix B, NIFC Hardware As-is Baseline.  
NIFC Software “As-is Baseline” 
The NIFC Software “As-is Baseline” consists of information relating to all software (some cases firmware) installed on servers, desktops, and network equipment.  It too is a   “snapshot” in time of our software assets located within the state.  See Appendix C, NIFC Hardware As-is Baseline.
NIFC System “As-is Baseline” 

The NIFC Systems “As-is Baseline” consists of hardware and software assets that make up a particular system.  E.g., E-GIS may consist of hardware and software assets that define its architecture.   See Appendix D, NIFC System As-is Baseline. 
NIFC “As Planned as Released Baseline” 

The “As Planned-As Released” baseline is a list of hardware and software approved for purchase.  The items on this baseline have been approved at higher levels (national CM/TRM) or added through the change management process at the state level.  See Appendix E, NIFC As-Planned As-Released Baseline.
1.5 The Technical Reference Model

The Technical Reference Model (TRM) provides a framework for future and existing architectural direction for the BLM. It enables management to plan its upgrades or systems based on DOI’s architectural direction. It is designed to assist managers and the CMB in making sound IT investment decisions.  The following is a link to BLM TRM document:
web.blm.gov/bea/trm.htm
1.6 The Investment Management Process

CM is an integral part of the Investment Management Process (IMP). The IMP establishes a clear chain of custody for decision-making for both National, State, and National Center IT assets. It also assigns accountability for authorizing changes to IT assets to the business owner.
1.7 Continuity of Operations Planning
All software and hardware configurations, documentation, and media associated with approved released software and hardware IT assets must be maintained and stored in a secured facility with access documented in logs demonstrating a clear chain of custody.

Personnel responsible for software and hardware configurations, media, and documentation must be listed in the site(s) Continuity of Operations Plan.  Documentation, media, software, and hardware configurations should be restored and tested according to the Bureau’s IT Security and Records Management policies.  Contact the NIFC ITSM for assistance.

2 NIFC Configuration Management Principles and Support Structure
This chapter describes general principles, responsibilities, and the organizational structure required to support the CM process. This process bridges the gaps between the Investment Management Process (IMP) and the Technical Reference Model (TRM) regarding managing information about IT assets and reporting that information through CM baselines. 

2.1 General Principles
The NIFC CM process is built on the following foundation: (1) communicating and documenting how decisions are made; (2) managing changes to IT assets which include the application, software, hardware, system documentation, user guides, media, configurations, and associated tasks through tracking and monitoring IT assets through a clear chain of custody throughout their life cycle; (3) reporting changes to IT assets through baselines and status reports; (4) testing, documenting, and validating that IT assets perform as expected; (5) releasing and verifying that IT assets performed as expected; and (6) communicating the progress on delivery and use of IT assets.

Authorized Communication Methods

2.1.1.1 Web
The Bureau CM web site and the NIFC CM web site serve as one of the key communications mechanisms for information dissemination. Status reports, meeting minutes, baseline information, calendar of events, hot topics, agendas, CM documentation standards, forms, templates, checklists, charters, and all related CM documents are available from the site. The web site is the official source for the latest releases of CM information.

NIFC CM Web Site:  TBD.gov
Bureau CM Web Site:       web.blm.gov/internal/wo-500/cm/cm.html
2.1.1.2 Electronic Mail
Electronic mail may be used by sponsors, system owners, project managers, and configuration managers to record decisions and communicate status. Those electronic records shall be retained according to Records Management policy. Configuration Managers may also use electronic mail to provide status on CM activities.
2.1.1.3 Directives
NIFC Configuration Manager will use the formal directives process to communicate policy and information on CM initiatives. NIFC Configuration Manager, working with the NIFC CIO, will decide the appropriate communications mechanism for the situation.  Formal directives are best used for:

· Communicating interim change to existing CM policy.

· Distributing information about chartered groups and teams.

· Communicating the release of IT assets to the CM baselines

· Establishing the implementation by date of released IT assets
2.1.1.4 Meetings
Teleconferences and face-to-face meetings are necessary to coordinate activities and tasks. Meeting minutes serve to document records of decisions and will be posted on the NIFC CM Website. 
2.2 Roles, Responsibilities and Relationships 
How are NIFC Employees affected by the CM Process?
With the application of the Clinger-Cohen Act within the BLM, the CM process takes on a coordination and integration role with existing established programs like the IT IMP and architectural effort.  It will also be used for helping meeting requirements in the Data Management, IT Security, and Records Management programs. The CM process is the methodology for documenting, testing, reporting, and managing changes to IT assets. Every BLM employee is affected by the CM process. CM is NOT the process for making IT investment decisions; it complements the IMP and the Records Management Process for reporting those decisions.

Relationships with other IT Activities

This section clarifies CM’s relationship with other IT work activities.  CM serves as a bridge to ensure that planned and existing IT assets comply with existing laws and BLM/DOI policies.  It also ensures that BLM managed assets are documented, tested, validated before being deployed. 
User Responsibility

Everyone in NIFC is responsible for CM. Therefore, it is critical that all employees and contract staff understand their role within CM process for maintaining and delivering sound IT solutions to assist programs in meeting their business objectives.

For NIFC level systems, sponsors will assign user representatives to software IT assets. User representatives are responsible for serving on integrated project teams to review, test, and validate software/application functionality.
System Administrator’s Responsibility (Desktop, Windows and AIX)
NIFC System Administrators are responsible for managing the hardware and software desktop and server configurations.  The NIFC System Administrators are members of the NIFC CM Board.

· They are responsible for tracking changes using the Change Request Form and the Change Notice, and ensuring that systems are configured and maintained as documented. 
· Assess potential impacts on the security and performance of the system and the GSS enclave before changes are made.

· They serve as subject matter experts for hardware and software testing as well as providing input to decisions on acquiring new hardware and software.

Telecommunication Specialist’s Responsibility
NIFC Network Administrators manage the LAN and WAN infrastructure.  They are responsible for tracking changes and ensuring that network hardware and software systems are configured and maintained as documented.  They may be called upon to conduct network performance monitoring and, work on assessments, serve on cross-functional or integrated project teams.  The NIFC Network Administrator is a member of the NIFC CM Board.

· Telecommunications Specialists work with Configuration Managers to baseline all infrastructure hardware and software.

· Telecommunications Specialists work with Configuration Managers to assure that changes are coordinated and managed according to the established change management process.

Data Administrator’s Responsibilities
The Data Management program is responsible for establishing, maintaining, and preserving the integrity and security of data collected, used, and shared within the BLM.  

Data Administration includes the concepts of data quality, data privacy, data security, and database integrity. They maintain the Corporate Meta Data Repository.  The NIFC Data Administrator is a member of the NIFC CM Board.

· Data Administrators serve as SMEs to assess the quality of data within CM electronic repositories for compliance to current data standards.

· Data Administrators review application development projects for compliance to data standards and data quality.
· Data Administrators serve as certifying officials on projects for compliance to the data program requirements.

Records Administrator’s Responsibility
The Records Management program is responsible for controlling, directing, organizing, and training activities involved with respect to records creation; records maintenance and use; and records disposition in order to achieve adequate and proper documentation of the policies and transactions. The NIFC Records Administrator is a member of the NIFC CM Board.

· Records Administrators work with Configuration Managers to setup Disposition Programs for documentation under CM control.

· Records Administrators serve as SMEs on all related records issue that affect CM activities.

· Records Administrators serve as certifying officials on projects for compliance to the records program.
IT Security Manager’s Responsibilities
The IT Security program is responsible for establishing policy and procedures for managing all aspects of information security which include administrative, personnel, technical, physical, and telecommunications security. They conduct risk assessments, perform security awareness training, and are review officials for the creation and setup of user accounts.  The NIFC IT Security Manager is a member of the NIFC CM Board. 
· IT Security Administrators work with Configuration Managers for Anti-Virus Defense Software configurations, installations, and distributions.

· IT Security Administrators serve as SMEs on all related IT security issues that affect CM activities.

· IT Security Administrators serve as certifying officials on projects for compliance to the IT Security program
Helpdesk Responsibilities
Help Desk personnel are responsible for assigning ticket numbers, documenting and tracking problems throughout their resolution. 
· They are responsible for reporting problems that may require generating a Change Request to their local Configuration Manager. 

Software Engineers/Application Developers Responsibilities
Software Engineer/Application developers are responsible for the development/maintenance of custom applications within the BLM.

· Once any application changes have been authorized, it should be written into the program code and tested in a disciplined manner.   

· Work with Application/System sponsor in design reviews and system tests to ensure that programs operate as intended and that no unauthorized changes are introduced.

· Assess potential impacts on the security and performance of the system and the GSS enclave before changes are made.

It is crucial that application developers and system maintainers consult with telecommunications SMEs and ITSM in the planning phase of upgrades/changes to existing applications and the development of new applications.
Management Responsibilities
NIFC managers are responsible for ensuring that their staffs comply with CM policies and procedures.  Capital Asset Planning, Budget, and ITIM are business decisions; however, Configuration Managers work with management officials to assure that systems are documented and changes managed.

· Management officials work with Configuration Managers to assure that all IT hardware, commercial software, communication components, and custom-developed software have a planned and funded date when they will be technologically refreshed.

· Management officials working with Configuration Managers ensure that documents being created to acquire IT assets are placed under formal management.
Configuration Managers
The NIFC Configuration Manager is responsible for overseeing the NIFC CM program and ensuring that employees understand the CM process.  The Configuration Manager will also work with the National Configuration Manager and BLM’s CIOs to shape CM policy and procedures. Also provides advisory services to managerial officials and other BLM users.  Responsible for assuring that newly acquired and existing IT assets are properly documented, controlled and distributed, and that baselines are accurate and maintained.  The NIFC Configuration Manager is designated as the NIFC Configuration Management Board Chairperson.
Cross-functional or Integrated Project Teams

Teams are responsible for verifying and validating that IT assets perform as stated. They may be used to assist with developing test plans, performing testing, conducting reviews, project implementation planning, and deployment. Teams may be directed by Project Managers, Configuration Boards, Technical Review Boards (TRBs), and other BLM managerial officials.

NIFC Configuration Management Board (CMB)

The purpose of the NIFC CMB is to approve, track, and monitor NIFC hardware, software, network architecture, and to satisfy the Software Development Standards for configuration management in a cost effective manner while achieving standardization and meeting agency and user needs. 

NIFC CMB Charter is located on the CM Website:  TBD.gov/cmcharter
NIFC Information Technology Investment Board (ITIB)

The NIFC ITIB was established to make IT investment management decisions. ITIB initiatives are driven by the Clinger-Cohen Act which directs agencies to have processes and information in place to help ensure that IT projects are:  business driven, implemented at acceptable costs, within reasonable and expected time frames, and contributing to tangible, observable improvements in mission performance.  
This ITIB is the primary vehicle for achieving this goal at the NIFC level.  The scope of ITIB oversight includes the following major components:  policy, acquisition, architecture, security, technology assessment, leadership/management, capital planning and investment, process improvement, performance and results based management, and strategic planning.  Finally, it is the role of the Board to ensure project/investment management principles are applied to IT investment management and that these principles are institutionalized.

NIFC ITIB Web Site:  TBD.gov
3 Change Management Process (CMP)
The BLM will implement a CMP throughout all levels of the organization. This section describes the process for “managing” changes to our baselines. The CMP is based on a standard set of procedures to ensure the integrity of our IT assets.  This process does not address acquisition procedures.  Acquisition procedures may vary depending on the organization.


3.1 What is the Change Management Process?

The CMP documents the process for managing all IT assets within their respective “As-is” and “As-Planned As-Released” baselines.  This includes all hardware, software, network equipment, operating, phone system, radios, operating systems, firmware, COTS, applications, and documentation. 

3.2 How do we manage changes?

Changes will be managed using standard BLM procedures and forms.  The Change Request (CR) form will be used to initiate changes.   The Change Notice (CN) will be used to document the implementation procedures of an approved change (CR).  Once a CN is completed, affected baseline systems (asset management system) will be updated and a new report generated to reflect the “new” baseline.   Some approved CRs may only affect the “As-Planned As-Released” baseline for the purpose of adding new equipment or software.  
3.3 Who can initiate changes?

Local IT representatives will work with their respective users to initiate any changes. The IT representative will use the Change Request (CR) form to initiate and document a change.  All CRs will be submitted to the CM manager for review, approval, and tracking depending on their criticality or fiscal threshold.  
3.4 Who can authorize and approve changes?

Approval authorities within the CMP will be based on authority levels and fiscal thresholds.  The approval of a change will depend on its criticality or fiscal threshold.  Depending on fiscal thresholds, approval authority will range from the Configuration Manager, to the CIO, up to the ITIB.  Approved CRs and CNs will be logged in their appropriate logs.

3.5 Baseline Management Process

Changes Management Process
The CMP for making changes to both the “As-is” and the “As-Planned As-Released” baselines is the same.  Using standard BLM CM practices and forms, changes will be managed consistently throughout the entire process.   The procedures for making baseline changes are as follows:


1.  User and local IT Lead determine that a change is required to either the “As-is” or “As-Planned As-Released” baseline 

a. User and local IT Lead fill out the Change Request Form (CR 1258-1 Rev C).
b. CM Manager will forward the CR to the NCM office for information purposes.


2.  CR is submitted to CM Manager for tracking.  CM Manager will enter pertinent CR information into CR Log
3.  CM Manager will coordinate with the NIFC CM board for review, evaluation, and approval of CR.
a. Approved CRs will be evaluated to determine whether or not integration testing will be required.  

b. CRs requiring integration testing will require a test plan and pilot activity.

c. Successful tests will result in the development of a VDD containing installation instructions.  

4.  CRs not requiring integration testing will be “fast tracked” for implementation.


5.  The CM Manager will assist in the development of the Change Notice (CN 1268-2 Rev B) and provide oversight in implementing the change.
a. CM Manager will enter pertinent CN information into CN Log.



  b. The CN will be used as the plan for implementing the change.
c. Approved CM Documentation (CN, Test Plans, VDDs) will be forwarded to the NCM office.  

6.  The CM Manager will verify that all appropriate baselines (“As-is” or “As-Planned As-Released) have been updated. 
Change Management Process Flow Diagram
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Integration Test Procedures

Items not on the “As-is” or “As-Planned As-Released” baselines will require integration testing.  The Test Plan, Test Procedures, and VDD templates are all available at “web.blm.gov/internal/wo-500/cm/forms_index.html” in the “CM Templates” portion of the web page.  The procedures for integration testing are as follows:


1.  The IT Lead, CM Board member, or IT specialist delegated the role of “Test Coordinator” will develop a Test Plan.  The Test Plan will describe the test process to be used.  I.e., Test Procedures vs. a Pilot Test effort.  

a. Develop Test Plan.  
b. Determine whether to use Test Procedures or Pilot Test.  Document the test results and recommendations.


2.  A successful test will result in the development of a VDD.  The VDD will serve as an install guide for the approved solution.   
3.  The CM Manager will forward approved CM documentation (CN, Test Plans, VDD) to the NCM office. 

3.6 Disposition Management

The CMP will follow standard NIFC-level disposition procedures.  The Configuration Manager will work closely with the Fixed Assets or property leads to ensure that ITAMS information is updated and new baseline reports generated.  
3.7 Document Management

NIFC will manage documents and changes to documents that affect CM baselines.  All documentation will be validated before it can be released.  CM Documentation will adhere to standard numbering and naming conventions.  No document will be placed under formal CM control without a tracking number.  This scheme prevents duplication of numbers between offices.  CM tracking numbers will be managed by the state Configuration Manager and will ensure that all documents affected by the changes are scheduled and updated.  Documentation includes, but is not limited to CRs, CNs, test plans, test cases, test descriptions, project implementation schedules, VDDs, test results, user guides and other associated documentation affecting system use.

3.7.1 Document Naming and Numbering
CM Documentation will adhere to an alphanumeric CM numbering scheme that allows for unique numbering.  The following CM tracking number represents the minimum required fields.  Each field is separated by a dash.  Additional identifiers are optional after the date.


Required Fields:


DOCUMENT TYPE - CM TRACKING NUMBER – DATE 

 I.e., VDD-02540-06-28-004


Additional identifiers:


DOCUMENT TYPE - CM TRACKING NUMBER - DATE-STATE 
 
I.e. VDD-02540-06-28-2004-WO
3.8 Library Control

The NIFC document libraries and media repositories will be maintained by the appropriate CM Specialist.  CM libraries and media repositories shall include all CM documentation needed to release an IT asset to CM baselines.  CM documentation and media shall be maintained in a secure storage area.  Project libraries shall maintain copies of all project documentation including that submitted to the National, State, or National Center Configuration Manager.  All records (documentation and media) shall be retained and disposed of according to existing Records policy. 

Media Management Controls

States need to identify state process and controls for Check-in, Check-out and Distribution.

Document Management Controls
States need to identify state process and controls for Check-in, Check-out and Distribution.

appendix A:   Acronyms and Abbreviations
ACM 

Acquisition Configuration Management

AD 

Assistant Director

AP 

Acquisition Plan

BCMT 
BLM Configuration Management Team

BEA 

Bureau Enterprise Architecture

BLM 

Bureau of Land Management

BMP 

Baseline Management Process

CASE 

Computer-aided Software Engineering

CIO 

Chief Information Officer

CM 

Configuration Management

CMM 

Capability Maturity Model

CMP 

Change Management Process

CMR 

Corporate Metadata Repository

CN 

Change Notice
COTS 

Commercial-off-the-Shelf

CSCI 

Computer Software Configuration Item

CR 

Change Request

DBMS 
Database Management System

FAR 

Federal Acquisition Regulation

FCA 

Functional Configuration Audit

FOIA 

Freedom of Information Act

FO 

Field Office

GAO 

General Accounting Office

GPRA 

Government Performance Results Act

HCM 

Hardware Configuration Management

HRS 

Hardware Requirements Specification

HWCI 

Hardware Configuration Item

IEEE 

Institute of Electrical and Electronic Engineers

IDD 

Interface Design Document

IM 

Instruction Memorandum

IMP 

Investment Management Process

IP 

Implementation Plan

IRM 

Information Resource Management

IRS 

Interface Requirements Specification

IT 

Information Technology

ITA 

Information Technology Architecture

ITCAF 
Information Technology Capital Asset Fund

ITIB 

Information Technology Investment Board
LAN 

Local Area Network

LCM 

Life Cycle Management

MilStd 
Military Standard
MTP 

Master Test Plan

NCCB 

National Configuration Control Board

NCM 

National Configuration Management

NIFC 

National Interagency Fire Center

NIRMC 
National Information Resource Management Center

NTL 

National Test Lab

OMB 

Office of Management and Budget

PCA 

Physical Configuration Audit

PDF 

Portable Document Format

POC 

Point of Contact

PR 

Problem Report

QPL 

Qualified Providers List

RCP 

Request for Change Proposal

RDD 

Requirements Definition Document

RFP 

Request for Proposal

RSL 

Requirements Summary List

RTM 

Requirements Traceability Matrix

SCM 

Software Configuration Management

SCO 

System Coordination Office

SDD 

System Design Document

SDP 

Software Development Plan

SEI 

Systems Engineering Institute

SLA 

Service Level Agreement

SME 

Subject Matter Experts
SOP 

Standard Operating Procedure

SPS 

Software Product Specification

STD 

Software Test Description

STP 

Software Test Plan

SRC 

Source Code

SRF 

Support Request Form

SRS 

Software Requirements Specification

TRB 

Technical Review Board

TRM 

Technical Reference Model

VDD 

Version Description Document

WAN 

Wide Area Network
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	 SEQ CHAPTER \h \r 115.  Business Impact:     

	Items Affected:

	 SEQ CHAPTER \h \r 1
	 SEQ CHAPTER \h \r 1
	 SEQ CHAPTER \h \r 1
	
	
	

	16.  Documents:

   FORMCHECKBOX 
 Yes

   FORMCHECKBOX 
 Not Applicable
	17.  Hardware: 

   FORMCHECKBOX 
 Yes

   FORMCHECKBOX 
 Not Applicable
	18.  Software: 

   FORMCHECKBOX 
 Yes

   FORMCHECKBOX 
 Not Applicable
	 SEQ CHAPTER \h \r 119.  Other:

     

	Disposition Authority:

	 SEQ CHAPTER \h \r 120.   Date: 

[     ]

MM/DD/YYYY
	 SEQ CHAPTER \h \r 121.                                                    
	Title:  FORMDROPDOWN 

	 SEQ CHAPTER \h \r 122. Action:

 FORMDROPDOWN 


	
	
	Signature:     
	

	 SEQ CHAPTER \h \r 123.  Comments:      

	Instructions on page 2


	CHANGE REQUEST DESCRIPTION

	Block 1: CR Number. Please leave blank, the local Configuration Manager will assign this number.

Block 2: CR Revision. Please leave blank, the local Configuration Manager will assign this number. This field is completed if there is an existing CR being processed and there is a change needed for that CR.

Block 3: Requestor. Please enter your name.

Block 4: Phone Number. Please enter your telephone number.

Block 5: Date. Please enter the current date.

Block 6: Office Code. Please enter your office code.

Block 7: E-mail address. Please enter your electronic mail address.

Block 8: Fax number. Please enter your fax number.

Block 9: Requested Changed. Briefly describe the change. For instance, upgrade software, modify document to include installation instructions for new systems, etc.

Block 10: Reason for Change. Briefly describe the reason for change. For example: Security leak was identified in the existing released version. 

Block 11: Proposed Solution. Briefly describe the proposed solution. For example: Upgrade software to the current release to fix security leaks identified in the previous release.

Block 12: What would be the impact if this change is disapproved? Briefly describe the impacts to the BLM if the change is disapproved in the terms of cost, information exchange, safety, security, etc.

Block 13: Recommendation/Solution. This block is for CM Use Only. The local board or Configuration Manager reviews the change request, recommends acceptance of proposed solution or recommends an alternative solution.

Block 14. Priority for Review. There are three priority levels for review: 

Priority 1 — Urgent determined by impacts to the BLM

Priority 2 — Fast track usually reserved for existing systems

Priority 3 — Standard usually reserved for new systems under ITIB review. 

Enter the appropriate priority level.  Priority for review is also determined by system and application class, and risk level. 

Classes assist Configuration Managers with a quick assessment on the population impacted:

Class 1 — BLM National Systems, Class 2 —Departmental Systems, Class 3 — Multi-use State Systems, Class 4 — Statewide systems, Class 5 — Office systems, and Class 6 — Group systems. Enter appropriate class level. 


	Risk levels are represented by 

High Risk — assigned to software and application systems that pose security risks, threaten security of financial data or may compromise the network infrastructure (servers, routers and desktop systems).  High risk may cause a rescheduling of other activities.

Medium Risk — assigned to existing software and applications undergoing upgrade, bug fixes. 

Low Risk — assigned to new applications and COTS software under the ITIB, because they are undergoing evaluation, and testing and need approval from the ITIB after completion prior to deployment. Enter appropriate risk level.

Block 15: Business Impact. Configuration Manager must describe business impact based on prescribed information in blocks 9 through 14. 

Under Items Affected check all that apply.

Block 16: Documents. If the change affects documentation, put a check in the box, if it does not then enter not applicable. 

Block 17: Hardware. If the change affects hardware, then put a check in the box, if it does not then enter not applicable 

Block 18: Software. If the change affects software, then put a check in the box, if it does not then enter not applicable.

Block 19: Other. Configuration Managers should list

Configuration Items (CI) that fall outside of documents, hardware and software.

Block 20: Date. Enter date signed by Configuration

Manager.

Block 21: Title. Enter name of the Configuration

Manager.

Block 22: Action. Enter approved, approved with stipulations or disapproved. One possible reason for approved with stipulations might be additional information required to meet configuration requirements.

Block 23: Comments. Enter all comments here like stipulations for the requestor or for review by higher authority to make the decision.




appendix G: blm change notice form (cn)

	Form 1268-2 (Rev B)
(December 2002)
	United States 
Department of the Interior
Bureau of Land Management
Change Notice (CN)
	

	For CM Use Only

	 SEQ CHAPTER \h \r 11.  Change Request (CR) Numbers: List all CR numbers processed on this form.
     
	 SEQ CHAPTER \h \r 12.  Date:

     
(MM/DD/YYYY)

	 SEQ CHAPTER \h \r 13. Completed by:      

	     
	 SEQ CHAPTER \h \r 14.
      

	
	Originator
	Date (MM/DD/YYYY)
	
	
	Configuration Manager
	

	 SEQ CHAPTER \h \r 15.  Documents to be created or revised

	 SEQ CHAPTER \h \r 1CI Number and Description
	 SEQ CHAPTER \h \r 1Old Revision
	 SEQ CHAPTER \h \r 1New Revision
	 SEQ CHAPTER \h \r 1Task Descriptions SEQ CHAPTER \h \r 1
	Targeted 
Due Date  SEQ CHAPTER \h \r 1
	Completion
Date
	 SEQ CHAPTER \h \r 1Responsible Party

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	 SEQ CHAPTER \h \r 16.  Software To Be Developed, Placed Into Service, or Changed

	 SEQ CHAPTER \h \r 1CI Number and Description
	 SEQ CHAPTER \h \r 1Old Revision
	 SEQ CHAPTER \h \r 1New Revision
	 SEQ CHAPTER \h \r 1Task Descriptions SEQ CHAPTER \h \r 1
	Targeted 
Due Date  SEQ CHAPTER \h \r 1
	Completion
Date
	 SEQ CHAPTER \h \r 1Responsible Party

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	7.  Hardware To Be Placed Into Service or Changed

	 SEQ CHAPTER \h \r 1CI Number and Description
	 SEQ CHAPTER \h \r 1Old Revision
	 SEQ CHAPTER \h \r 1New Revision
	 SEQ CHAPTER \h \r 1Task Descriptions SEQ CHAPTER \h \r 1
	Targeted 
Due Date  SEQ CHAPTER \h \r 1
	Completion
Date
	 SEQ CHAPTER \h \r 1Responsible Party

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	CI Number
Tile/Description
	Rev. X
	Rev. Y
	     
	     
(MM/DD/YYYY)
	     
(MM/DD/YYYY)
	     

	 SEQ CHAPTER \h \r 18.  Comments      

	Instructions on Page 2


	CHANGE NOTICE DESCRIPTION

	Introduction:

The Change Notice (CN) is an internal control record used by the Configuration Manager to track and monitor a Change Request (CR) to furnish and preserve the physical item hierarchy of configuration items, to ensure that all affected configuration items are coordinated and changes implemented within the agreed upon time frames set by the local Configuration Board, Configuration Manager and the responsible parties. It provides an implementation schedule for approved change requests. When completing this form, each line represents a single item except under task descriptions and responsible parties which allow for multiple data entries.

Block 1: List all CR numbers processed on this form. This form is ideally suited to process and document a single Change Request. A Change Request may be processed on a single form. The Configuration Manager must use care to ensure that when processing multiple Change Requests that sufficient room exists to document all affected configuration items.

Block 2: Date. List all dates in mm/dd/yyyy format. The date the Change Request was received by the Configuration Manager.

Block 3: Completed by. Configuration Manager must sign the form when all the information is recorded.

Block 4: Configuration Manager. Signature of Site Configuration Manager.

Block 5: Documents To Be Created or Changed. List all documents to be created or changed in this section. Each document like a VDD, Test Report, User Guide, etc., has an associated configuration item identification (CI) number. CI numbers are generated from your local tracking system and are assigned by the Configuration Manager. Please fill in the columns with the appropriate information. Document revision numbers are represented in a numeric format such as 1.0, 1.1, 1.2, etc. If it is a change to an existing document then the new revision number is represented by the next numeric iteration.  The first number in the sequence (1.0) represents the document if it is an entirely new document.  List all dates in mm/dd/yyyy format. List the targeted due date, the actual completion date and the person responsible for performing the task.


	Block 6: Software To Be Developed, Placed Into Service or Changed. List all affected software with correlating CI numbers. If it is an existing COTS or application, then record the old version number and the new version. These fields are up to seven characters such as V4.79.00a which would stand for Version 4.79a. If it is a new COTS product or application, you will only use the new version number field. Please complete the rest of the fields according to the information requested: task descriptions, targeted due date, completion date and responsible parties. 

Block 7: Hardware To Be Placed Into Service or Changed. List all affected hardware. Record the hardware CI number; it is the configuration item identification number listed for that specific configuration. This could be one CI (configuration) for many physical hardware items. For Type, enter desktop, laptop, server, etc. For OS, list the operating systems affected, W2K, NT, AIX, Sun Solaris, etc. Briefly describe the task associated with implementing the change. Please complete the rest of the fields according to the information requested: Task Descriptions, Targeted Due Date, Completion Date and Responsible Parties.

Block 8: Comments. List any comments not covered in the other fields that affect the implementation of change requests being processed and tracked on this change notice. If you are processing multiple change requests, show the linkages between the configuration items. Also discuss any known problems that may have affected the targeted due date.




appendix H: NIFC change request log

	CR Number
	Date
	Requestor
	Office Code
	Approved

(Yes or No)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


appendix I: NIFC change notice log
	CR Numbers Associated with 
CN
	Date
	Originator
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