[bookmark: _GoBack]CTSP 2015 Class Exercise #1

1. Reset you PicoStation2 to clear existing Configuration on the AP.
a. Use a paper clip end to depress the reset button next the RJ45 jack on the PicoStation2 Access point
b. Hold the reset button until the LEDs turns red then release it. (5-8 seconds)
2. Connect the Injector to an a/c power source.
3. Attach each of RJ45 jacks on the injector with two cat5 patch cord.
4. Connect the patch cord of POE (Power Over Ethernet) jack to the AP’s RJ45 port.
5. Connect the patch cord of LAN jack directly into the laptop Ethernet port.
6. Using a web browser type the address 192.168.1.20 and press enter.
7. Log into the AP using  user: ubnt and password: ubnt.
8. Select country as US and language as English.
9. Check the “I agree to the terms of use” and click Login.
10. Under the Wireless Tab Window set these parameters
a. Wireless mode:		Access Point
b. ESSID:			CTSP_ [group1,group2, group3..etc] (assigned by instructor)
c. Wireless security:	none
d. Click Change button at the bottom of the screen
e. Then at the top of screen click Apply
11. Under the Network Tab Window set these parameters
a. Network mode:		Bridge
b. Bridge IP Address:	DHCP
c. Click Change button at the bottom of the screen
d. Then at the top of screen click Apply
12. Test your clients
a. What IP address for i/f, network mask, and DNS?
b. Are you able to browse the internet?
13. Add security by changing the Wireless Security 
a. WEP
b. 128 bit
c. Key is always in HEX (0-9, A-F) – base 16
d. Use WEP Key generator located at www.wepkey.com
14. Test your clients
a. Hint: remove previous wireless network configuration from Cisco AnyConnect Security Mobility Client widget.
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1. Reset you PicoStation2 to clear existing Configuration on the AP.
a. Use a paper clip end to depress the reset button next the RJ45 jack on the PicoStation2 Access point
b. Hold the reset button until the LEDs turns red then release it. (5-8 seconds)
2. Connect the Injector to an a/c power source.
3. Attach each of RJ45 jacks on the injector with two cat5 patch cord.
4. Connect the patch cord of POE (Power Over Ethernet) jack to the AP’s RJ45 port.
5. Connect the patch cord of LAN jack directly into the laptop Ethernet port.
6. Using a web browser type the address 192.168.1.20 and press enter.
7. Log into the AP using  user: ubnt and password: ubnt.
8. Select country as US and language as English.
9. Check the “I agree to the terms of use” and click Login.
10. Under the Wireless Tab Window set these parameters
a. Wireless mode:		Access Point
b. ESSID:			CTSP_ [group1,group2, group3..etc] (assigned by instructor)
c. Wireless security:	none
d. Click Change button at the bottom of the screen
e. Then at the top of screen click Apply
11. Under the Network Tab Window set these parameters
a. Network mode:		Router
b. IP Address:		192.168. [group #].254
c. Netmask:		255.255.255.0
d. Enable NAT		Checked
e. Enable DHCP		Checked
f. Range Start:		192.168. [group #].50
g. Range End:		192.168.[group #].250
h. Netmask:		255.255.255.0
i. Enable DNS Proxy:	Checked
j. Click Change button at the bottom of the screen
k. Then at the top of screen click Apply
12. Test your clients
a. What IP address for i/f, network mask, and DNS?
b. Are you able to browse the internet?
13. Add security by changing the Wireless Security 
a. Security:		WPA-AES
b. WPA Preshared Key	Type ASCII characters (like a phrase)
14. Test your clients
a. Hint: remove previous wireless network configuration from Cisco AnyConnect Security Mobility Client widget.
